
Lanka Government Network (LGN) 
Login Procedure



Login from your Organization
Step 1.0 – Select “LGN_Wi-Fi” SSID



Previous LGN login page



Step 2 -User will be redirected to login page



New LGN captive portal



Step 3 – Click on “Login with GOSL ID”



Step 4 – Enter login credentials of user
 Use username in the format  “[NIC]@[Organization Domain]”



 For the 1st time users, it is requited to update the security question



Step 5 – Success page
 User is authenticated 



Step 5 – Success page
 User is authenticated 



Lanka Government Network (LGN) 
Password Changing



Password Change Process

 2 Options to change the password

1) From Dashboard click on “Password Change” option
OR

1) Access via “ https://idp.gov.lk/myaccount”



 User will redirect to the following page



Step 2 – Go to “Security”-> “Change your password”



Step 3 – Fill the required details



Step 4 – Update Security Questions
 Go to “Security” -> “Account Recovery” 



Login from Other Organization

Step 1.1 –Select “LGN_ROAM” SSID



Step 2 -User will be redirected to login page



Lanka Government Network (LGN) 
User Accounts Management



Login for Manage User Accounts of your Organization

To login to UM Console, go to the URL https://idp.gov.lk/console

https://idp.gov.lk/console


After successful authentication, the homepage of the UM Console would look like the following



Adding a New User
 Click on “New User”



User Registration window will pop 
up. On the first page fill the user’s 
personal information.



Click on “Next”

 In the next window, the user can be 
added to a group. For a typical user, this 
is not required. Click “Next”



 In the next window, the user can be 
assigned with roles. For a typical 
user, this is not required. Click “Next” 



On the last window, a summary of the 
user will be displayed. Click “Finish” 



Update/Edit/Delete a User

User Manager can edit or 
update user profile details 
using the UM Console.

 Login to UM Console. 

 After authentication, in the

homepage, User Admin can see
the list of the users registered.



The user admin can use the 
search box to search for the 
users.



 From the list, the User Admin 
can select a user and click on 
that user to view the user’s 
profile.



Lock/Disable/Delete a User

User Admin can lock or disable a user from the user profile. Following are the 
use cases of these three functions

 Account Lock

 This will temporarily block access for the user to resources. User can not login with any

application which are integrated with the identity server after account locking

 It is recommended to use this feature only for temporary periods.

 Account Disable

 Functions of account disabling is same as account locking. However, the reason for availability

of two different function is to help user admins identify locked and disabled users.

 Recommend use case of account disabling is for permanent restrictions. Account disabling will

restrict user access to every resource while keeping user profile data in the identity server

 Account Delete

 Account deleting will permanently delete user data and user access to every resource. Please

note that this action cannot be reverted.



To lock/disable/delete an account, follow these steps.

 Login to UM Console as User Admin

 Select a user and click on the user profile to user’s profile.

 Scroll to the bottom of the page. Under “Danger Zone” there are three sections



Change User Account Password

User Admin has permission to change user’s account password. However, after 
following this method, the password must be passed to the user manually.

For users who doesn’t have an email, this method can be used. 

To change a certain account password, use following steps.

 Login to UM Console as User Admin.
 Select a user and go to user profile.
 Click on “Change Password”



Enter a strong password and click “Save” 




